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MS-ISAC Members include:
• All 56 US States and Territories
• All 79 federally recognized fusion centers
• More than 2,800 local governments and tribal 

nations
• More than 200 in Texas

State, Local, Tribal, and Territorial
Cities, counties, towns, airports, public education, police 

departments, ports, transit associations, and more

Who We Serve
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Free and Voluntary
No Mandated Information Sharing

One Form to Complete

About MS-ISAC Membership

To join or get more information:
https://learn.cisecurity.org/ms-isac-registration
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• Support:
– Network Monitoring Services
– Research and Analysis

• Analysis and Monitoring:
– Threats
– Vulnerabilities
– Attacks

• Reporting:
– Cyber Alerts & Advisories 
– Web Defacements
– Account Compromises
– Hacktivist Notifications

24 x 7 Security Operations Center
Central location to report any cybersecurity incident

To report an incident or request 
assistance:

Phone: 1-866-787-4722
Email: soc@msisac.org



Best Practice

Create an Incident Response 
Playbook
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Incident Response Planning
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• Incident Response (includes on-site assistance)

• Network & Web Application Vulnerability Assessments

• Malware Analysis

• Computer & Network Forensics

• Log Analysis

• Statistical Data Analysis

Computer Emergency Response Team

To report an incident or request 
assistance:

Phone: 1-866-787-4722
Email: soc@msisac.org
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• Who, What, Why, Where and How it Happened

• The Good, The Bad, and The Ugly

• Incident Response Plan

• Training

• Documentation

After Action Review



Best Practice
Back Up Your Data
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� The Working Cloud: Tackling the Security Risks (June 22, 2017)
� The Expanding Attack Surface (April 2017) 
� Cybersecurity While Traveling (February 2017)
� Cybersecurity Year in Review and 2017 Preview (December 

2016)
� National Cybersecurity Awareness Month – Be a Part of 

Something Big (October 2016)
� State and Local Roundtable – Effective Cyber Disruption 

Strategies (August 2016)

National Webcasts

https://msisac.cisecurity.org/webcast/

A collaborative effort between DHS and MS-ISAC 
to provide timely and relevant cybersecurity education and 

information
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Cyber Exercises



Best Practice

Update Your Software and 
Systems
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MS-ISAC Advisories
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• IPs connecting to malicious 
C&Cs

• Compromised IPs
• Indicators of compromise 

from the MS-ISAC network 
monitoring (Albert)

• Notifications from 
Spamhaus

Monitoring of IP Range & Domain Space

IP Monitoring Domain Monitoring
• Notifications on 

compromised user 
credentials, open source 
and third party information

• Vulnerability Management 
Program (VMP)

Send domains, IP ranges, 
and contact info to: 

soc@msisac.org
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Web Profiler

What Data Are We Collecting?
• Server type and version (IIS, Apache, etc.)
• Web programming language and version 

(PHP, ASP, etc.)
• Content Management System and version 

(WordPress, Joomla, Drupal, etc.)

Vulnerability Management Program

Email notifications are sent with 2 attachments containing information 
on out-of-date and up-to-date systems: 
• Out-of-Date systems should be patched/updated and could 

potentially have a vulnerability associated with it 
• Up-to-Date systems have the most current patches
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Time-to-Patch

54.60%
59.24% 61.40% 62.70% 64.72% 65.63%

78.65% 80.72% 81.63% 81.69% 81.98% 82.02%

Week 1 Week 2 Week 3 Week 4 Week 5 Week 6

% of Patched Word Press Instances  Following A 
New Version

2015 2016



Best Practice
Train Your End Users
https://www.youtube.com/watch?v=opRMrEfAIiI

https://www.youtube.com/watch?v=opRMrEfAIiI
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Distributed in template form to allow for 
re-branding and redistribution by your agency

Monthly Newsletter
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Cybersecurity Awareness Toolkit
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EI-ISAC Awareness Products

Products that put 
elections security 
topics into context 
for both technical 

and executive staff
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FedVTE

Free Online Training Environment
� CompTIA A+, Network+, 

Security+
� CISSP Certification Prep
� Operating System Security

www.fedvte.usalearning.gov

http://www.fedvte.usalearning.gov/


Best Practice
Be Wary of Phishing
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Malicious Code Analysis Platform

A web based service that enables members to 
submit and analyze suspicious files in a controlled 

and non-public fashion

• Executables
• DLLs
• Documents
• Quarantine files
• Archives

To gain an account contact:
soc@msisac.org
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MCAP Malware Sources By Month

Application Exploitation

Possible APT Activity

Un-Authorized
Download/Install
Other/Unknown

Drive-by-Download

Phishing E-mail
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Ukraine’s Critical Infrastructure - 2015

• Boryspil International 
Airport – Kiev, Ukraine

• Power Grid Shut Down

• 80,000 customers lost 
power for 6 hours

• BlackEnergy Malware

• Attributed to Russia
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MS-ISAC Cyber Alerts
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Phishing Engagements

First Engagement Third Engagement

Case Study: MS-ISAC Member

Pass Fail

Failure Rate is Equal to Percentage of Users Who Clicked the Provided Link



Best Practice

Involve Executives in 
Cybersecurity
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MS-ISAC Annual Meeting

2017-2018 Annual Meeting 
New Orleans, Louisiana 

April 9-11, 2018
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MS-ISAC Mentoring Workgroup

Open call for members every November



Best Practice

Employ a risk-based approach 
to security
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Classic Risk Equation



34TLP: WHITE

Weekly Malware IPs and Domains

To gain an Anomali account contact:

Indicator.sharing@msisac.org

Automated Threat Indicator Sharing via Anomali
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Vulnerability Management Program

• 12 common ports – services 
identified by reading banner 
information

• Services: FTP, SSH, 
HTTP(S), SMB, RDP, VNC, 
SQL, and MongoDB

• Quarterly notifications 

• Contact 
vmp.dl@cisecurity.org to:
• Opt out of this service

• Source IP address: 
52.14.79.150 

Port Profiler
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Access to:

• MS-ISAC Cyber Alert Map

• Archived webcasts & products

• Cyber table top exercises

• Guides and templates

• Message boards

HSIN Community of Interest
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MS-ISAC Intel Papers
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Cyber Resilience Review (CRR)

•Self-Assessment or In-
Person Interview

� No Cost
� Based on the Cyber 

Resilience Evaluation 
Method and the CERT-RMM

www.dhs.gov/cyber

http://www.dhs.gov/cyber
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SecureSuite

• Workbench
– Platform for creating and maintaining resources 
– https://workbench.cisecurity.org

• CIS-CAT Pro
– Configuration and Vulnerability Assessment Tool
– Assessor and Dashboard can be downloaded from 

Workbench

https://workbench.cisecurity.org/
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• Create an Incident Response Playbook
• Back up your Data
• Update Your Software and Systems
• Train your End Users
• Be Wary of Phishing
• Involve Executives
• Take a Risk-Based Approach

Cybersecurity Best Practices
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Questions?



Kateri Gill
Senior Program Specialist
518-880-0779
Kateri.Gill@cisecurity.org

MS-ISAC 24x7 Security Operations Center
1-866-787-4722

SOC@cisecurity.org

https://learn.cisecurity.org/ms-isac-registration

mailto:SOC@cisecurity.org

